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to be unique to individual users. In other words, authorization factors are only required to establish that the
possessor is in the community of users authorized to request data stored on the USB flash drive. Each
authorization factor is used to derive a submask; the submasks are used to derive the KEK.

7 All compliant TOEs must support a password authorization factor. This is conditioned to
produce a submask. Compliant TOEs also can optionally support:

s Arandomly-generated bit string stored on the host called a “host split authorization factor”. In
this case, the authorization factor also serves directly as the submask.

+ Arandomly-generated bit string in tamper protected storage on the USB flash drive, which is
only released if a user provides the correct PIN. In this case, the PIN is the authorization factor
and the randomly-generated bit string is the submask. For these authorization factors, the PIN is
subject to anti-hammer provisions where if an incorrect PIN is entered a (configurable) number
of times consecutively, the device is locked.

The submasks produced from these optional authorization factors are then combined with the
password-based submask, and the KEK is then derived from this combination.

The host split authorization factor will usually be supported when the USB flash drive is used as external
storage for a particular device. Ideally, the host split authorization factor will be protected by a Trusted
Platform Module (TPM) on the host device. Regardless, though, disk encryption should still be used on
the host, which would protect the split, its remnants, or the remnants of any additional authorization
factors.

8 If the ST author defines additional authorization factors and means by which submasks are
produced from them, they must be fully documented and cannot diminish the strength of the submasks
produced from the password and/or the other authorization factors. All authorization factors must be
conditioned such that they produce submasks that are the same size (bit length) as the DEK they are
masking, and must be combined using an XOR function to produce the KEK.

9 To reflect current practice, the vendor shall support the ability to have a password of at least 32
characters that can be generated externally by an administrator. Once the password is entered by the user,
it is conditioned by the TSF on the USB Flash Drive prior to being provided as an input for the KEK. Large
passphrases (256 characters or more) are preferred. If supported, the requirements in Appendix C for
Passphrase Authorization Factors should be included in the ST instead. Future generations of this PP will
require support for passphrases since it is easier for users to remember and type in a sequence of words
than recall a password and type in a long string of random characters.

10 If one of the other optional authorization factors is used, then the ST author will include the
appropriate material from Appendix C. The host split authorization factor must be generated by a RBG that
resides on the USB flash drive. The PIN-protected submask that resides in memory on the USB flash drive
must be generated by a RBG located on the USB flash drive. The PIN authorization factor can be set and
chosen in the operational environment, but the submask must be generated by a randomizer on the USB
flash drive. As noted below, the DEK must be generated by a RBG that resides on the USB flash drive.

1.1.3 Encryption

11 A USB flash drive may not have the encryption enabled when it leaves the manufacturing
facility. Once a user or administrator initializes the drive and turns on the encryption, the data on the device
must stay encrypted. Further, the initial user of the device must be able to generate the DEK when they
initialize the device. Data may not be stored on the device until the encryption is enabled and the DEK is
masked with a KEK derived from authorization factors for a user, i.e., not until a user takes ownership of the
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to be unique to individual users. In other words, authorization factors are only required to establish that the
possessor is in the community of users authorized to request data stored on the USB flash drive. Each
authorization factor is used to derive a submask; the submasks are used to derive the KEK.

7 All compliant TOEs must support a password authorization factor. This is conditioned to
produce a submask. Compliant TOEs also can optionally support:

s Arandomly-generated bit string stored on the host called a “host split authorization factor”. In
this case, the authorization factor also serves directly as the submask.

+ Arandomly-generated bit string in tamper protected storage on the USB flash drive, which is
only released if a user provides the correct PIN. In this case, the PIN is the authorization factor
and the randomly-generated bit string is the submask. For these authorization factors, the PIN is
subject to anti-hammer provisions where if an incorrect PIN is entered a (configurable) number
of times consecutively, the device is locked.

The submasks produced from these optional authorization factors are then combined with the
password-based submask, and the KEK is then derived from this combination.

The host split authorization factor will usually be supported when the USB flash drive is used as external
storage for a particular device. Ideally, the host split authorization factor will be protected by a Trusted
Platform Module (TPM) on the host device. Regardless, though, disk encryption should still be used on
the host, which would protect the split, its remnants, or the remnants of any additional authorization
factors.

8 If the ST author defines additional authorization factors and means by which submasks are
produced from them, they must be fully documented and cannot diminish the strength of the submasks
produced from the password and/or the other authorization factors. All authorization factors must be
conditioned such that they produce submasks that are the same size (bit length) as the DEK they are
masking, and must be combined using an XOR function to produce the KEK.

9 To reflect current practice, the vendor shall support the ability to have a password of at least 32
characters that can be generated externally by an administrator. Once the password is entered by the user,
it is conditioned by the TSF on the USB Flash Drive prior to being provided as an input for the KEK. Large
passphrases (256 characters or more) are preferred. If supported, the requirements in Appendix C for
Passphrase Authorization Factors should be included in the ST instead. Future generations of this PP will
require support for passphrases since it is easier for users to remember and type in a sequence of words
than recall a password and type in a long string of random characters.

10 If one of the other optional authorization factors is used, then the ST author will include the
appropriate material from Appendix C. The host split authorization factor must be generated by a RBG that
resides on the USB flash drive. The PIN-protected submask that resides in memory on the USB flash drive
must be generated by a RBG located on the USB flash drive. The PIN authorization factor can be set and
chosen in the operational environment, but the submask must be generated by a randomizer on the USB
flash drive. As noted below, the DEK must be generated by a RBG that resides on the USB flash drive.

1.1.3 Encryption

11 A USB flash drive may not have the encryption enabled when it leaves the manufacturing
facility. Once a user or administrator initializes the drive and turns on the encryption, the data on the device
must stay encrypted. Further, the initial user of the device must be able to generate the DEK when they
initialize the device. Data may not be stored on the device until the encryption is enabled and the DEK is
masked with a KEK derived from authorization factors for a user, i.e., not until a user takes ownership of the
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